[Company Logo]   [Company Name]
JOB DESCRIPTION – CYBERSECURITY ANALYST
	Job Title:
	Cybersecurity Analyst

	Department:
	Information Security

	Reports To:
	Information Security Manager / CISO

	Location:
	[Work Location]

	Employment Type:
	Full-time, Permanent

	Experience:
	2–6 years in security operations

	Job Code:
	[Reference Number]



About [Company Name]
[Company Name] is [one-line description of your business, products/services and team size]. Office address: [Company Address].
Job Summary
The Cybersecurity Analyst will protect [Company Name]'s systems and data by monitoring threats, investigating and responding to incidents, managing vulnerabilities and supporting compliance with security policies and standards.
Key Responsibilities
1. Monitor alerts in [SIEM Tool] and triage security events
1. Investigate incidents and coordinate containment and recovery
1. Run vulnerability scans and track remediation with IT teams
1. Review firewall, EDR and access logs for anomalies
1. Conduct phishing simulations and security awareness sessions
1. Maintain incident records and support regulatory reporting
1. Support ISO 27001 / SOC 2 audits with evidence
1. Review user access rights periodically
1. Update security SOPs and playbooks
Required Skills
1. SIEM and log analysis
1. Incident response process
1. Vulnerability assessment tools
1. Networking and OS security fundamentals
1. Analytical thinking
Qualifications & Experience
1. B.E. / B.Tech / B.Sc in CS, IT or related field
1. 2–6 years in information security
Preferred Skills (Good to Have)
1. CEH / Security+ / CySA+
1. Cloud security
1. Threat hunting
Key Performance Indicators (KPIs)
	KPI
	Target
	Review Frequency

	Mean time to detect
	Under [Number] minutes
	Monthly

	Critical vulnerabilities closed
	Within [Number] days
	Monthly

	Phishing click rate
	Below [Percentage]%
	Quarterly



Salary Range
₹[Minimum CTC] – ₹[Maximum CTC] per annum (CTC), depending on experience and skills. Final offer will show the fixed and variable split and approximate in-hand salary.
Benefits
1. Provident Fund (EPF) and ESI as applicable, gratuity as per law
1. [Number] days of paid leave plus public holidays as per company policy
1. [Health insurance / group mediclaim cover]
1. Shift allowance (if applicable)
1. Certification support
How to Apply
Send your CV with certifications and tools used. Send your application to [HR Email] with the subject line "Application – Cybersecurity Analyst – [Your Name]" or apply through [Application Link]. Last date to apply: [Date].

	______________________________
Prepared by
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Date: [Date]
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